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1. Who will write and review the policy 

 
Issue date: January 2019   
Reviewed by: SLT Holbrook School for Autism    
Ratified by Full Governors:  
Review date: March 2022 
 
Senior Manager with responsibility for whole school ICT: Headteacher 
Safeguarding Responsibility: Headteacher, Deputy Head and Designated Safeguarding Lead  
Technician:  
 
Monitoring of policies for e-safety and computing is the responsibility of the ICT Team and Senior 
Management of the school.  
The policy is reviewed each year by the ICT Team and Senior Leadership Team and fully revised and 
presented to governors for final approval every three years before being issued to staff. 
 
As e-Safety is an important aspect of strategic leadership within the school, the Headteacher and governors 
have ultimate responsibility to ensure that the policy and practices are embedded and monitored. The 
Trust’s ICT department coordinates E-safety. All members of the school community have been made aware 
of who holds this post. It is the role of the e-Safety Coordinator, with advice from subject leaders and the 
senior management team, to keep abreast of current issues and guidance through organisations such as 
Derbyshire County Council, Department for Education, Child Exploitation and Online Protection Centre 
(CEOP), and Childnet. 
 
The Headteacher/e-Safety Coordinator updates Senior Management and Governors and all governors have 
an understanding of the issues and strategies at our school in relation to local and national guidelines and 
advice. 
 
This document applies to:- 
 
• All permanent, temporary and casual staff working at a school. 
• Students. 
• School Governors. 
• Consultants, contractors, agency staff, governors, parents and others working at the school. 
 

This policy, supported by the school’s acceptable use agreements for staff, governors, visitors and students, 
is to protect the interests and safety of the whole school community. It is linked to the following school 
policies:  
 

 Safeguarding 

 Computing 

 Health and Safety (including PSHE) 

 Home/School Agreements 

 Behaviour (including Anti-Bullying)  

 
2. Teaching and learning 
 

A number of studies and government projects have identified the educational benefits to be gained through 
the appropriate use of the Internet. 
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Benefits of using the Internet in education include: 
 

 Access to worldwide educational resources, including museums and art galleries. 

 Learning skills, basic and extensive learning through games and systems that we have available with our 
school. 

 Vocational, social and leisure use in clubs and at home. 

 Professional development for staff through access to national developments, educational materials and 
effective curriculum practice. 

 Collaboration across support services and professional associations (SALT, OT, Drs, etc.). 
 
Our aim is to produce learners who are confident and effective users of technology. We strive to achieve this 
by: 
 

 Helping all children to use technology with purpose and enjoyment. 

 Helping all children to become more independent users of technology, especially for those that use 
technology as their way of communicating. 

 Meeting the requirements of the National Curriculum and helping all children to achieve the highest 
possible standards of achievement. 

 Celebrating success. 
 
2.1 Why is Internet use important? 

 
The Internet is an essential element in 21st century life for education, business and social interaction. 
Computing skills and knowledge are vital to access life-long learning and employment. All students should 
be taught to use the Internet efficiently and safely, and to develop a responsible and mature approach to 
accessing and interpreting information. The Internet can benefit the professional work of staff and enhance 
the school's management information and business administration systems.  
 
2.2 How does Internet use benefit education? 

 
Increased computer numbers and improved Internet access may be provided but its impact on students’ 
learning outcomes should also be considered. Developing effective practice in using the Internet for teaching 
and learning is essential. Students need to learn digital literacy skills and communications with others via the 
Internet.  
 

 The school’s internet access will be designed to enhance and extend education; 

 Students will be taught what Internet use is acceptable and what is not and given clear objectives for 
Internet use. 

 The school will ensure that the copying and subsequent use of Internet derived materials by staff and 
students complies with copyright law. 

 Access levels will be reviewed to reflect the vulnerability of our students. 

 Staff should guide students to online activities that will support the learning outcomes planned for the 
students’ age and understanding. 

 
2.3 How will students learn how to evaluate Internet content? 

 
Researching potentially emotive themes such war, crime and punishment, natural disasters etc. provide an 
opportunity for students to develop skills in evaluating Internet content, if and where they can. For example, 
internet use may lead to students becoming distressed; meaning students may become over stimulated and 
react in ways that are inappropriate. Staff need to ensure that all students are monitored and issues are 
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discussed, stopped or dealt with as soon as possible. If reflection with that student is appropriate, then this 
can be done to ensure students are continually learning and self-regulating where possible.  
Each individual student will require adaptation according to ability, vulnerability, understanding and 
intellectual understanding.  
 
3. Managing Content and Communication 
 
3.1 School website 

 

 The contact details on the website should be the school address, email and telephone number. Staff or 
students’ personal information must not be published. 

 The Headteacher will take overall editorial responsibility and ensure that content is accurate and 
appropriate. 

 

3.2 Can student images and work be published?  

 

 Students’ full names will not be used anywhere on the website, particularly in association with 
photographs. 

 Written permission from parents or carers must be obtained before images of students are electronically 
published. 

 Group photos of students must not contain any personal information about the students. 

 Documents referenced by the site are of the highest quality and their content is kept up to date. 

 Links to other web pages are regularly checked to make sure they are active and appropriate. 

 
3.3 How can emerging technologies be managed? 

 
Many emerging communications technologies offer the potential to develop new teaching and learning 
tools, including mobile communications, Internet access, collaboration and multimedia tools. A risk 
assessment needs to be undertaken on each new technology for effective and safe practice if classroom use 
is to be developed. 
 

 Emerging technologies will be examined by the school ICT technician for educational benefit and a risk 
assessment will be carried out before use in school is allowed. 

 
3.4 Mobile phones 
 

Mobile phones are now a feature of modern society and many of our students own one. The technology 
of mobile phones has developed such that they now have the facility to record sound, take photographs 
and video images. However, this new technology is open to abuse leading to the invasion of privacy. Due to 
the nature of our school and the procedures we use, it is important that students cannot record or take 

photos of incidents and/or behaviors. Looked after children and students who are at our school to be kept 
safe and must be safeguarded.  
 
Increasing sophistication of mobile phone technology presents a number of issues for schools: 
 
• They are valuable items that may be stolen. 
• The integration of cameras into phones leading to potential safeguarding and data protection issues. 
• The potential to use the phone e.g. for texting whilst on silent mode. 
• Inappropriate messages being sent via SMS, including Cyberbullying and sexual content. 
• Interruption to lessons and disrupting the learning of others. 
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Procedures: 

 Students are not permitted to have access to mobile phones during the school day. 

 If a student needs to contact his/her parents/guardians they will use a school phone in the main office 
supervised by a member of staff. 

 If at student arrives at school with a mobile phone this must be handed in to the main office for safe 
keeping until the end of the school day. 

 If parents need to contact children urgently they should always phone the school office. 

 School accepts no responsibility whatsoever for theft, loss, damage or health effects, (potential or 
actual), relating to mobile phones. 

 If a student breaches these rules the phone will be confiscated and given in to the main office. It will be 
returned to that student’s parent/guardian in person. 

 
3.5 Laptops and iPads 

 

 Laptops belonging to the school or students with Pupil Premium must have updated antivirus software 
installed and be password protected, this will be checked by the ICT technician.  

 Personal staff laptops are not permitted on site.  

 Staff must use school issued encrypted USB/memory sticks. 

 The security of school laptops/iPads is of prime importance due to their portable nature and them being 
susceptible to theft. 

 
4. Policy Decisions 
 
4.1 Assessing risks 

 

 The school will take all reasonable precautions to prevent access to inappropriate material through the 
use of corporate filtering systems. However, due to the global and connected nature of Internet content, 
it is not possible to guarantee that access to unsuitable material will never appear on a computer 
connected to the school network. The school or Derbyshire County Council does not accept liability for 
any material accessed, or any consequences resulting from Internet use. 

 The final decision when assessing risks will rest with the Headteacher. 

 Our students need to be closely monitored at all times due to the wide range of ability understanding 
and vulnerability of our students.  

 
4.2 Handling online safety complaints 

 

 Complaints of ICT/Internet misuse must be recorded and will be dealt with by a senior member of staff. 

 Any complaint about staff misuse must be referred to the Headteacher who will decide if sanctions are 
to be imposed. 

 Complaints of a safeguarding nature must be dealt with in accordance with school child protection 
procedures. 

 Any complaint about illegal misuse must be referred to the Headteacher, who will decide if a referral to 
the police or other relevant authority is necessary, whether it be LADO, children’s services etc.  

 All staff, students and parents will be informed of the complaints procedure. 

 All staff, students and parents will be informed of the consequences of misusing the Internet and ICT 
equipment.  

 
4.3 Cyberbullying  
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Cyberbullying (along with all forms of bullying) will not be tolerated in school. Full details are set out in the 
school’s Anti-Bullying Policy.  
 
5. Disseminating the Policy 
 
5.1 Sharing with students 

 

 E-Safety rules and posters will be displayed in relevant classrooms or ICT suite where computers are used 
by students and highlighted/discussed during ICT sessions. 

 More-able students will be made aware that the network and Internet use will be monitored. 

 An e-Safety programme will be taught in differentiated ways to raise awareness and importance of safe 
and responsible Internet use. All of our students are vulnerable in different ways and we need to make 
sure that they have some level of understanding about staying safe online and where possible the 
dangers explained at an age appropriate level. 

 
5.2 Engaging parents 

 

 Parents / carers attention will be drawn to the School e-Safety Policy in newsletters and on the school 
website. 

 Parents will be requested to sign an e-Safety/Internet agreement as part of the Home School Agreement. 


